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Introduction

Unsupervised Anomaly Detection

• Unsupervised anomaly detection aims to identify anomalies in data without the need for prior labeling 
information [Aggarwal et al., 2017]

• It typically operates under the assumption that statistical outliers are indicative of anomalies

• It has gained constant interest in various areas, including industrial manufacturing [Liu et al., 2018], cybersecurity 
[Alom et al., 2017], and healthcare [Pereira et al., 2019]
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Video Anomaly Detection [Kim et al., 2023]

Input Images

Ground Truth

Heatmap

Anomaly Localization [Mousakhan et al., 2023]
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• Point anomalies are individual instances considered unusual compared to the majority of other 
individual instances [Pang et al., 2021]



3

Introduction

Unsupervised Anomaly Detection

• Point Anomaly Detection (PAD) 

• Point anomalies are individual instances considered unusual compared to the majority of other 
individual instances [Pang et al., 2021]

• It is like frame-level anomaly detection across all training frames

All training frames in MNIST

Frame-level AD from all training frames

Anomaly ! PAD
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• Which network architecture should we use?

• How should the objective function and anomaly score be defined?

Two Key Components for Deep PAD Method
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• We want to use the Transformer-based architecture for anomaly detection

• To train the Transformer-based methods, the input data needs to be an inter-dependent sequence
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Second Key Component: 
How Should the Objective Function and Anomaly Score Be Defined?

• Transformer generalizes the input data points according to their inter-similarity using attention weight
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What algorithm can we utilize to obtain an anomaly score considering entire data points for PAD 2nd Challenge:
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• We propose a novel Transformer-based approach for PAD, called TransPAD

• This includes suitable sampling strategies for obtaining input sequence during training and detection phase

• Our approach consistently outperforms existing methods on a range of benchmark tabular datasets

Contributions
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Proposed Method

TransPAD: Transformer for Point Anomaly Detection
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Proposed Method

TransPAD: Transformer for Point Anomaly Detection

• Training

• We utilize random sampling without 
replacement to obtain the input sequence

• It makes the model consider the 
inter-dependencies for entire training data

• We use the reconstruction loss for training

Random Sampler
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• How should we define the input sequence for training Transformer-based PAD method

First Challenge:

Utilize the Random Sampler !!!
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Proposed Method

TransPAD: Transformer for Point Anomaly Detection

• Detection

1. The decoder aims to effectively reconstruct data. To achieve this, the encoder must consistently map 
input data to the output latent space

2. The encoder, executing self-attention operations, updates the input sequence by executing a weighted 
summation through attention weights considering interactions within the sequence

3. With the Random Sampler generating sequences of random data points, we assume that the self-
attention layer of the encoder is trained to assign higher weights to data in areas of lower variance 
(normal data). This approach ensures that the weighted summation operations in the self-attention 
process remain consistent, facilitating accurate mapping of input data to the output latent space

4. This assumption implies that the dot-product similarity among normal data points will increase. 
Conversely, the similarity between rare anomalous data and frequent normal data points will decrease

5. Applying softmax to the dot-product similarity reveals that anomalous data points tend to have higher 
attention weights, as illustrated below
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• Detection

1. The decoder aims to effectively reconstruct data. To achieve this, the encoder must consistently map 
input data to the output latent space

2.

3. With the Random Sampler generating sequences of random data points, we assume that the self-
attention layer of the encoder is trained to assign higher weights to data in areas of lower variance 
(normal data). This approach ensures that the weighted summation operations in the self-attention 
process remain consistent, facilitating accurate mapping of input data to the output latent space

9 8 2

7 9 1

1 2 8

Dot-product similarity matrix

Normal - a

Anomaly - c
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Softmax

Attention weight matrix
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Anomaly - c

Normal - b

a b c

Anomaly Score !

Diagonal values
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Proposed Method

TransPAD: Transformer for Point Anomaly Detection

• Detection

• Therefore, we aggregate the diagonal values of the attention weight matrices from each head and layer 
to calculate the anomaly score
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• What algorithm can we utilize to obtain an anomaly score considering entire data points for PAD

2nd Challenge:
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Proposed Method

TransPAD: Transformer for Point Anomaly Detection

• Detection

• To overcome this challenge, we introduce 
the Criteria Sampler

• It literally creates a criteria sequence that 
represent the normal data points from 
the entire dataset

• It utilizes the anomaly scores
produced during the training phase

Criteria Sampler
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• What algorithm can we utilize to obtain an anomaly score considering entire data points for PAD

2nd Challenge:

Utilize the Criteria Sampler !!!
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Experiments

Experimental Setting

• Performance Comparisons

• To evaluate the effectiveness of our proposed method for PAD, we conduct extensive experiments 
on diverse set of tabular datasets

• First benchmark test

• Extended experiment based on the RDP paper [Wang et al., 2019] which is SOTA for PAD task

Datasets aPascal [Farhadi et al., 2009], Lung [Hong et al.,  1991], Probe, Secom [Stolfo et al., 1999], U2R [McCann et al.,  2008]

Baseline models iForest [Liu et al., 2008], AE [Hinton et al., 2006], REPEN [Pang et al.,  2018], DAGMM [Zong et al., 2018]

RND [Burda et al., 2018], RDP [Wang et al., 2019], Deep SVDD [Ruff et al., 2018], VAE-SVDD [Zhou et al., 2021]

• Second benchmark test

• Head-to-head comparison between TransPAD and RDP, which have exhibited superior performance in 
the first benchmark test

Datasets Optdigits [Alpaydin et al., 1998], Pendigits [Keller et al.,  2012], WBC [Wolberg et al., 1993], Lympho [Zwitter et al., 1998], Speech [Micenková et al., 2014]

Baseline models RDP [Wang et al., 2019]
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Experiments

Experimental Setting

• Evaluation Metrics

• To evaluate the performance of anomaly detection methods, we employ two key metrics

• AUROC (the Area Under the Receiver Operating Characteristic Curve)

• AUPRC (the Area Under the Precision-Recall Curve)

• For a qualitative analysis, we utilize the UMAP (Uniform Manifold Approximation and Projection) 

• TransPAD Configurations

• We optimize the hyperparameters of TransPAD based on AUROC, with adjustments within specified ranges 
for each dataset

Batch size 64, 128 Learning rate 10-3, 10-4, 10-5

Sequence length 32, 64, 128 Number of heads 16, 32

Input dimension 64, 128, 256 Number of layers 4, 5, 6

Layer configurations same, smaller, hybrid
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Experiments

Quantitative Analysis (for First Benchmark Test) 
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Experiments

Quantitative Analysis (for First Benchmark Test) 

• Random distance-based methods does not consider the relationship between the input and training data, which 
may result in a different interpretation of anomalies compared to our method
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Experiments

Quantitative Analysis (for First Benchmark Test) 

• DAGMM consistently has underperformed on all datasets that indicates potential limitations in approximating data 
distributions using mixtures of Gaussians
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Experiments

Quantitative Analysis (for First Benchmark Test) 

• The SVDD-based methods have shown lower results on most datasets compared to TransPAD

• This indicates that generalizing embeddings to the central point of all training data in latent space could be 
ineffective for datasets with complex distributions 
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Experiments

Quantitative Analysis (for Second Benchmark Test) 

• While both methods have exhibited strong performances, TransPAD has shown greater consistency and superiority
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Experiments

Qualitative Analysis (Encoder Architecture and Detection Performance)

We interpret this because reducing the dimensionality enables careful comparisons of anomaly levels 
as data progresses through the multi-scaled layers 
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Experiments

Qualitative Analysis (Visualization of Embeddings)
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Experiments

Qualitative Analysis (Visualization of Embeddings)

• Training with the Random Sampler 
effectively separates statistical anomalies 
from the overall dataset

• The attention weight-based anomaly scores 
are effective in recognizing anomalies based 
on similarity
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Experiments

Qualitative Analysis (Visualization of Embeddings)

• The capability of the criteria sequence to 
accurately reflect the characteristics of the 
training data
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